Java Security Setting Recommendations

If your computer is blocking you from running the Web Application because of the
security setting, please follow the steps below to address the setting.

Open Control Panel

On the right-hand side of the Control Panel, (next to “View by:”) click on pull
down list on category and select “Small icons”
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3. Under the list of programs, look for Java Icofi[’ ] and double click to open it
4. Select Security Tab after the Java Control Panel is opened (see screenshot below)
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Security level for applications not on the Exception Site list

(™) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.,

i@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts. 1

http: /fcdec.water.ca.gov

http: /fcdecdgov.water.ca.gov
http: f{fco.water.ca.gov

Edit Site List. ..

Restore Security Prompts ] [ Manage Certificates... ]

K ] [ Cancel Apply

5. Under the Security Tab, follow option 1



Option 1: click on Edit Site List... button and following window will appear:
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Applications launched from the sites listed below will be allowed to run after the appropriate security
prompis.

Location
Ul http:/fcdec. water.ca.gov
Ul http:/fcdecdgov.water.ca.gov
Uiy |ttp:/ffco.water.ca.gov
Ul hittp:/ffcosvr Lwater.ca.gov
Ul pttp:/ffoosvr2.water.ca.gov

add Remove

Ul FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Add the following websites:

Type http://fco.water.ca.gov_in the box above

Type http://fcosvrl.water.ca.gov_in the box above

Type http://fcosvr2.water.ca.gov _in the box above

Type http://cdec.water.ca.gov_in the box above

Type http://cdec4gov.water.ca.gov _in the box above

Click Continue when the next warning message appear

Click OK and re-launch the Web Application



When prompted Security Warning (below), check “I accept the risk
and want to run this application.”

Click on “run” to start the application.

Do you want to run this application?

Name: piib.access.Piib_Application
/ ! Publisher: LUNKNOWN
Locatiom: http://fco.water.ca.gov
Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source

More Information

Select the box below, then click Run to start the application

r [] 1 accept the risk and want to run this application. Run




